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INTELLIGENCE COMMUNITY STAFF 


TO: Warning Working Group 


FIRAL YERSION OF RESOURCE PAPER ATTACHED. 
THANKS FOR ALL YOUR SUPPORT. 
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INTELLIGENCE SUPPORT TO L&W 
GENERAL FINDINGS 


The mtd-80s will be a period of increas{ng challenge from the standpoint 
of indications and warniny intelligence. We must continue close surveillance 
of the military threat while improving our ability to deal with more subtie 
political and economic warning situations, especially in the Third World. To 
achieve that, we will have to make the warning process more systematic and 
better able to integrate political, economtc and military {ntelliyence into a 
comprehensive, national warning product. 


Additional resources will be needed ‘in particular: 


~~ Manpower - More trained personnel will be needed, especially 
experienced warning analysts. Programs must be undertaken now to provide 
the training and incentives needed to assure that such personne) are on 
hand {a sufficient numbers. 


-- Surge Capacity - We must have the abflity to handle more than one 
crisis at atime. This requires the deliberate creation of capacity in 
excess of standing requirements for al] phases of intelligence: 
collection, processing, analysis, and dissemination.  - 


' «= More and Better HUMINT - The increasing emphasis on Thi 
warning probl 25X1 
will make HUMINT more necessary and valuable to warning 
problems. 


~- Preparations for New Collection Systems - We must assure that our 
personnel are adequately trained and facilities adequately prepared to 


maxisize the utility of expected new collection systems to the warning 
precens. 


-- Batter Communications - More extenstve, dedicated comauntcation 
support is required if the widely dispersed elements of the Warning 
Community are to exchange information with the speed necessary for the 
mid-80s warning problem. 


This paper does not treat the above subjects in sufficient detail to te 
characterized a8 programmatic. The Warning Working Group's involvement in 
resource matters has been rather smali and our collective knowledge of such 
matters is sketchy. We would like that to chanca. To that end, we endorse : 
here @ recommendation made previously by this @roup that the current Strategic 
Warning Staff be reconfigured to provide staff support for management of tha 
national warning systca. 
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INTELLIGENCE SUPPORT TO 1&W 


1. Jatroduction 


This report provides the views of the Intelligence Community's Warning 
Working Group, membership of which is shown in the attachnent, on the subject 
of resource requirements for Indications and Warning during the National 
Foreign Intelligence Proyram period, FY 1983-1987. It recaps the challenges we 
anticipate during those years, assesses our yeneral capability to handle those 
challenges, and offers certain points which bear on development of the 
1983-1987 NFIP. It ts not a programmatic review. It does, however, treat 
general matters which underlie consideration of warning-related programs. 


Some Introductory remarks on the miss{on and nature of indications and 
warning are appropriate. I&W is that aspect of intelliyence which seeks to 
identify impending threats to US interests and warn policymakers of such 
developments in sufficient time for meaningful counteraction. Its purview is 
not confined to simple warning of hostilities. Indeed, consumers yenerally 
expect we will provide warning of any sudden development--political, economte 
or whatever--that may significantly affect US interests. (See OCID 1/5, 23 May 
1979, paragraph 1.A.) This has become known as tha so-called “No Surprise 
Doctrine” and significantly expands the scope of the I&W mission.* 


_ Several other characteristics of I&¥ should be noted: 


~ it deals with situations of the gravest potential consequence. It 
1s difficult to imayine a more {mportant intelligance judgment bet 


co tian warning cf an impending strategic attack on the continental 


F es 2" 
FY does not agree with a "no surprise” definition of warning, and therefore ‘awd 
disassociates itself from Sections I and II of this paper which are based on 
such an approach to warning. This extremely broad definition tends to divert 
attention from the key warning inission--a possible attack on the US--by 
suggesting that other issues are of comparable importance. It also leads to 
wide-ranging, and {n some cases ambiguous, progres suggestions in Section IY] 
which we cannot fully endorse on the basis of 18%. For example, the 
recommendations related to surge and manpower could divert resources away from 
analysts who provide the assessments necessary for a warning system in favor of 
multiple, and perhaps competing, alert centers. Moraover, INR doubts that a 
‘National Warning System based on such a broad definition would be practical. 
Such a carning system would overlap current intelligence functions so much that 


it would cppear likely to create far more managemant problems than it could 
solve. 25X1 
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- It is the most highly visible form of intelligence, where so-called 
“intelligence fatlures” occur. 


~ It 1s the most time-sensitive form of intelligence, requiring high 


technology support and dedicated communications to meet the necessary time 
lines. 


~ It depends on the broadest possible data base, including access to 
not only all-source intelliyence, but also privileged infornation on US or 
allted military operations, policy initiatives, etc. Without such total 
access, the warning analyst risks misinterpreting events, issuing an 
Incorrect warning or failing to issue any warning. 


- Yt covers a broad spectrum of threats, ranging from local riots 
which might endanger Military Airlift Command aircraft to the possibility 
of Strategic attack itself. 


~ It 4s very difficult to manaye centrally. Its mission overlaps 
other aspects of intelliyence and is shared by all elements of the 
Covumnity. It {1s managed differently by the different elements and its 
assets are spread through the CCP, CLAP, GOIP, et al. 


Having attempted to clarify what I&W 4s, we should also note wnat {it is 
not. §EH is not current intelligence. I&W concentrates on predicting 
significant developments affecting US interests whereas current intelligence {s 
much more journalistic, reporting broad intelligence matters as they occur. 
1ad fs also not tactical warning. The latter provides notice that an attack 
has already commanced, e.g., radar detection of a penetrating aircraft, whereas 
1G seeks to warn of attack before it begins. Finally, 1&W should be | 
distinguished frea crisis management, which transcends the intelligence field 
to policy formulation and command and contro} of friendly forces. The point is 
that, while Iid is distinct from all three of the above fields--current 
intelligence, tactical warning and crisis management--1t is closely related {n 
operation, It {s a part of the same functional continuum, employs many of the 
same personnel ard draws on many of the sama resources. That adds to the 


problem referenced earlier reyarding the aifficulty of manaying the 1aW process 
centrally. 


In sum, 1&8 is costly, complex, highly visible and probably the most 
Important single task facing the Intelligence Community. We therefore believe 
this effort to address its resource requirements through the m{d-80s {s 
particularly vell-advised. 
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11. Warning Capabilities and Gaps {n the 80s 


The following Atghliyhts those ueogrephic areas we expect to be of 
particular warning concern in the 1983-19387 time frame. We have included in 
the discussion of each area an evaluation of our capability to provide warning 
of impending threats in three functional areas: military, political, and 
economic. Although such judgments are necessarily impressionistic and 
subjective, they may prove useful as a starting point for projecting future 
needs. We have employed for this purpose a simple three point adjectivial 
scale: “poor,” “fair,” and "good." Our ratings are made from the perspective 


of final product quality,and are not an assessment of any individual component 
or collection system. 


The Sovtet Union: The USSR will continue to be of primary I&W interest 
throug @ mid-OUs. This entails a broad spectrum of threats ranging frou 
limited adventures such as Afghanistan, through conventional attack on NATO, to 
allout strategic nuctear attack on the continental US. During this period, the 
Soviets will become a more difficult warning target. Their military readiness 
will continue to tmprove. Cover, conceainient and deception (CCSD) wil] become 
more widespread, and the US-USSR strategic imbalance will likely peak during 
the mid-80s, possibly tempting Moscow toward more risky courses. As Brezhnev 
and his colleagues advance in age, the political succession issue and its 
implications for US policy will also become more important. Russian econanic 
problems, including energy production and a proportionally smaller work force, 
will be more acute. The possibility of a major technological breakthrough--a 
“super weapon"~-wili continue to be with us. And the impact of technology 
transfers to the Soviet Union will become increasingly dmportant. 


Eastern end Western Europe: In Eastern Europe, the after effects of the 
Polish s¥tuation will continue to be felt into the mic- 80s. No matter how 
Warsaw (cr Moscow) finally comes to grips with the liberalization process in 
Poland, there will be repercussions within the Pact. Western Europe will 
become {increasingly tndependent of the US and our ebility to perceive their 
role in any warning problem will decrease comnensurately. The Western European 
inclination to view the Soviet-US relationship os separate from and not 
directiy relatcd to Soviet-European affairs will increase, as will the econonic 
interdependence between Westera Europe and the Pect. European dependence on 
raw motertals froa the Third World and the resultant economic vulnerabilities 
will parsist. 
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The Middle East (North Africa to Syria/Jordan): The supply of oi} to the 
West and Japan/Korea w 


Continue to be the dominant issue in the Middle East, 
complicated by numerous other factors such as the ultimate fate of the 
Palestinians, the US comnitment to ensure Israel's security, the potential 

intrusion of Soviet influence, the growth of Islamic fundamentalism, the split 
| between the more moderate and radical Arab nations, the possibility of nuclear 
25X1 proliferation and the general political instability. These will all combine to 

make the Middle East a highly volatile warning problema through the mid 80s. 


Southwest Asia and the Indian Ocean (including the Horn of Africa and the 
Persian tu tates): otential warning problems in tats area are aiso 
numerous. Fragility of many of the governments in the area, the criticality of 


Persian Gulf ofl, intra-regional entanglements, Islamic fundamentalism, nuclear 
proliferation, the Soviet invaston of Afyhanistan, and a myriad of other 
factors combine to make this a most volatile area from a warning point of view. 


Africa South of the Sahara: Political turmot] will continue in this 


region. @ Soviets w seek to expand and consolidate their influence. The 
stability of new regimes will be debilitated by racial and tribal strife as 


25X1_ well as national confrontations. Growing cowpetition for mineral resources by 
the developed nations will further complicate Africa's problems in this area. 
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Korea: We must be prepared to handle the North Korean inilitary threat 
into the mid-80s {7d 25X11 


t] 
} 

| China: The Sino-Soviet struggle will continue as a major warning concern. 
25X1 Problems with Southeast Asia including insular Southeast Asia may increase. 

| Taiwan is also a matter which bears watching. 

§ 


Southeast and Northern Asia: The Soviets and Chinese will continue to 


25X1 are danger points--"intelitgence fatlures waittny to happen.” . | 
| rospects for Singapore and Malaysia are somewhat better. (| SCCSC—CS Ss 
SC : 


The Western Hemisphere: Social and economic unrest south of the Rio 
Grande, {n particular fentral America, will continue to breed opportunity for 
Soviet and Cuban penetration. Although there appears no inmediate threat, the 


5X1 long term stability a ennrany be matters of warning 
concern in the mid-80s 


In summary, our tour d'horizon of mitd-80s warning problems makes it 
abundantly evident that I&W will become generally more difficult during 
1983-1987. We see no area, with the possible exception of China, where a 
relaxation of effort appears acceptable. We must continue to monitor the 
set-piece military threats--the Soviet/Warsaw Pact, Korea, USSR-China, the 
Middle East, etc. -» while improving our abflity to deal with more subtle 
political and economic situations, especially in the Third World. 
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w 
Itt. Programmatic Implications 


Having reviewed the various challenges we anticipate through the mid-80s, 
we offer the following observations bearing on resource allocations. These are 
not listed {n priority order. We have indicated those of particular concern 
with a statement to that effect. 


 ~ Timely Introduction of New Systems: We are relying heavily on 
programed improvements in collection and processtny systems achieving I0C 
on schedule to monitor the increased Soviet threat. Delays in their 
introduction or possible initial unretiabtlity could seriously affect our , 
warning effort. We therefore recommend retaining present or redundant ! 
Systems until] the new or improved systems perform consistently, 
adequately, and reliably. 


- Surge Capacity: We mst bolster our 1&W surge capacity. The need 
to handié two or more developing crises 1s a current and yrowiny problem. 


We must, therefore, have reserve manpower, reserve collection capability 


and reserve system suppo and it must b 


- Preparation for New Systems: The introduction of new collection 
and processing systems durtny the mid-1980s wt] provide J&W major new 
capabilities. We must be prepared to accept and integrate the data from 

et thosa sytems Into the warning process and make full use of them from the 
ee very outset. Adequate training must be provided. In particular, we are 
not_satisfied that enough is beiny done to prepare the Coumunity for the 
25X14 Ld ew ADP capabilities such as machine readable 
message formats, automated report handling and easily accessible common 
data bases are needed as well. Without careful preparations at thts 
Stage, the new data flow could exceed our ability to analyze it. 
We consider this a very significant requirement. 


25Xi 


5 


Te? SEGRET | 


Approved For Release 2004/10/08 : CIA-RDP83B 


t 


H 
i : | 
oP * ' 


, the Sse rig ee ok Co 


25X11 


25X1 


25X1 


25X1 


25X1 


25X1 


Tere Het 


et ae ; 
Approved For Release a 5: DPS3B RU00TU0090017-0 


- that HUMINT can contribute to the warning 
| problem more 
effectively by emphasizing quality over quantity reporting; 


~ that the usefulness of HUMINT to the warnd rob) 
be {mproved through greater timel{ness; and ng problem needs to 


~ Communications: The very life-blood of I&W an 
alysis is t 
to communicate rapidly and effectively, even under erin conltica 


This means the creation of se arate, dedicated communication nets for 1&W. 
Ymproved communicattons fac es are 
| | 4 ' _ TREGRENES -eeeravea— 
cooperation among — — = zi improved analytics! oie 


~ Broadened Clearance Levels: Closel 
: y related to the matter 
mapehtti ons 1s tne need for inmre balanced security eae We 
recognize the difficulties of providing a common set of clearances. 


Nevertheless, we believe that [&W must be gi 
{f it is to perform its mission, siven certain priviledged access 
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- Manpower: As in most aspects of intelligence, I&W has developed a 
manpower shortfall. We believe it {4s more pronounced in the warning field 
because a single position in a 24-hour warning center must be filled by no 
Yess than five personnel. Moreover, most personnel elect to spend only 
the minimum necessary tour on shiftwork, necessitating cunsicerable 
training for replacements and causing frequent manning gaps. A 
particularly difficult subset of this general problem is the shortage of 
properly trained warning analysts. Years are required to develop a sentor 
analyst. Attention must be paid now to training, career patterns, and the 


oe incentives to have ee remain within the warning field. We 
- Analytical Skills: Closely related to the need for more analysts 
is the need to maintain a minimum base of essential analytical skills. 


, e ; 
Shortages in analytic specialisis will intensify. At the same time we 


must develop more generalists on the Soviet Unton. In the latter area, 
our analytic community has tended to become overspecialized for warning 
purposes. This should not be interpreted as an aryument for fewer Soviet 
analysts, but rather a better balance of analysts capable of addressing 
broad warning problems, In all cases, we must sensitize our analytic 
community to the warning aspects of the information they analyze and 
expose them to topics such as cognitive learning to yuard against being 
blinded by their mind set. 


- Methodology: The mid 80s will require faster, more accurate, and 
wore comprehenstve treatment of data by warning analysts. This need not 


involve ADP. More rigorous procedures for considering alternative 
hypotheses can be devised without the assistance of a computer. Where ADP 
can be applied, we should take every opportunity to do so. Basic work has 
already been done with such techniques as hierarchical modeling and 
decision analysis.- This should be continued. Two points are germane 
here: First, ADP {is much more amenable to the problems of the military 
warning analyst than his political counterpart. The latter deals with 
much more subtle matters and our expectations for the utility of ADP in 
this area must be more modest. The second point has to do with the need 
for manual backup. We believe a written, conventional data base 
constitutes a valuable insurance policy. A scaled down program analagous 25X71 
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to the long defunct National Intelligence Survey could produce the needed 
effort. It would offer the advantages of being fully reliable, mobile 
enough to be taken anywhere, and its preparation and upkeep could be 
designed to offer a training experience. 


- National I8W Management: Improvements have been sade in the 
management of our national )aw capability over the past several years 


The problem is exacerbated by the 
disparity of agencies, oryanizations, collection systems, etc., which 
participate in one way or another in the warning process. While the 
NIO0/Warning theoretically is at the center of this activity, his office 
has not been staffed adequately in nonsubstantive, management-related 
areas. We therefore endorse our previous recommendation that the 
Strategic Warning Staff (SWS) be reconfigured to provide the needed 
management support to NIO/W. This will enable him to dischurye more 
actively his responsibilties vis-a-vis budgetary matters and to move 
toward a “national warning system", buttding on that which exists within 
the Department of Defense. It should also give him the wherewithal to 
{mprove the integration of political and economic with military 
intelligence, develop a systematic approach to focusing the J&W 
contributions of the Intelligence Community, and generally create a more 
effective national warning apparatus. 
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ATTACHMENT 


The Intelligence Community Warning Working Group was established by 
DCID 1/5. Its membership is as follows: 
Richard Lehman, Chairman, NIO/W 
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Robert A. Martin, State/INR 


Peter C. Oleson, OSD 
Richard J. Kerr, CIA 


[vtec 


Tur Se6re 


Epa 


I 


kage For Release 2004/10/08 : dua. RDP83B01027R000100090017-0 


eS 


25X11 Approved For Release 2004/10/08 : CIA-RDP83B01027R000100090017-0 


Approved For Release 2004/10/08 : CIA-RDP83B01027R000100090017-0 


